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VIRTVA LIZ ATION

Kostracion of phusical resources into logical view
* Compute, memery, sturage, m-\wmma

- Server virhwalizahon

© Vichwal Machines- break dependency bjw 08 and hjw
" VM = 0S+ application

© Vietwal Machine Monitor LVMM) | Hyperviser - lager of sjw

@) Tupe 4 | Bare Metal

VMM b/W hardware and b¢
* VMM direcly manages hardware
VMM acte o fraditienal 0§
3 reguirements
* identical env to program¢  as oviaina\ machine
% ot wertt, minor reductim in perfofmance
¥ VMM complete control of hardware
EQ: Xen, VMware EBSX server, (BM CP/cm¢

Gy Tupe 2 / Hotted

* VMM on Yop of ©f

VMM - toftware \evel representation of hardware
© VMM can oo oe part of 0S

€g: Oracle VictwalBox, VMWare Fugen, VM for  Linux



1D Tupe Hubri

* VMM dicetly o hardware out  leverages features of
existing, 0§ b& mv\niv\& oS O sue&%'
26'- M3 Victual Secver, ME Victual fc
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FIGURE 9.2
Hybrid hypervisor.

Eh&sim Machine

0§: dual wmode

* Ring 0: kernel wmode, all physical vesources

* Ring 3 user mode, fafe Instructims —ouest 0fes W wser
mode , interrupt for privileged inthuthion and VMM
Takes  cowntrol

orril\b\

FIGURE 9.3
X86 protection rings.




PARAVIRTVALIZATION

08 modified for uect

Similar bt not identical SofMtware \nterface 4o  VM¢

Unlike £ull] transparent virtualization

Ap|hep|  |AeP|AeP Ap|hep|  |AeP|AeP
R B ER
Hyperviser Huperviser
x8 6 hardware x8 6 hardware
FULL VIRTUALIZATION PARA VIRTVALIZATION

" Full: intercepts ¢ emwlates Privileped inttrucime at

runtime

faca: SS““" 0¢ \eenel modified § privilened inttruckions

replace

€p: Xen ,LVM [ ESX

£XecU4i6y

0) Direct Execution

with Wyperallc —ok Compile Yime
Atrempte +o improve perfevwance speed

" Run most inttruckiong o\irec’dg on the wardware

How 10 enture itolatim)
tloge to native ?er{iarmm.e

() Trap ond Emulate

" Trap o hupervisor when VM fries to execute a sensitive|

Fr‘wi\eaed instruction



* Tanocuous ingtruchiont direcﬂ‘o on  hardware
. M'\'em‘r\- ‘o execute system inS{T in  wser wode —

top | gpf (neneral protection fauld)
* Trap o VMM Counning W Ring 0)

© UMM jumps to guect 0§ trap handler
- Lssues

¥ perfsrmance overhead

* not oll architectures tuppert-

¥ lewsifive inttruckions Cpushi, popf)

* Q\MS\' 0{ wn realize it is running ok lower privilene
evel (CS,code Sepment)

¥ Memory  protecrion

y !% Ui s ab
© IR execoted n & lower privileged mode

% all ingtr YWwab occece ?rivileﬁu\ sate +rap
¥ ol ingtr e&xewke iden\-‘\cn\\\g oF 'hny

® &iv\ara Tront\aron

© Does not veq Ww victualization features

© Hypervisey examinet guect 06 tode for untafe [sencitive
but privileged inctructions

© Translates 4o Safe | privileaed equivalente

© Supperis  full virtmalization

- Teanslation

() Identica Cso&e[ privd

@0 Inline translation (simple dangerous)
@D Cal-outs (other dangyerousd



%) Hacdware - asticked vichwalizatim
d modes: root ¢ non-root
Eacn hag rinﬂs 0-3
VMe in non- Foot, hyperviser in root
© densdtive  instruction  in non- oot
¥ executed by non-root proc
¥ 4rop to hypervisey

o / (1) VMM initializes/modifies
° )
g Ring 3 || Guest app VMCS
8 Ring 2 (2) VMM executes
e - vmlaunch/vmresume
S Ring 1 ]
Z instr.
_ \/- Guest os/ (3) The VM runs until it hits

a vmexit condition
(4) VMM analyzes and takes
action on vmexit

vmexit

vmlaunch/
vmresume

Root mode,

VMM
ring 0

REMV
* Quice emulatoer

* Dynamic BT Ctype 2)



Address Tramslation

() Unvirtwalized Sustem

© Ladn procect hag virtual addresc epace
" I¥ own page table

$
© UMMS  manage physical mem

2 levele of 4vomslahm
* Newer; a0 need for shadow ; better

Managed by guest OS Virtual Machine 1 Virtual Machine 2

App 1 App 2 App 1 App 2
Guest Page table [

/'-'_ Managed by hypervisor

W s (T

System (real)Physical memory
dware supported Extended Page Table (EPT)

or
Nested Page table

© S|W on{y technigue

€adn guetk 0S PT Wag separate €T wn VmM
mopping Quest VA to hott PR direcdy

tuest T modificationg (.aueﬁ VA Yo oect PAD
sgnced 40 Shodow age ‘obles

© Intercept fuest 6T wodificatimg



/0_VIRTUALIZRTION

3 woays

I. Full device emu\ntion
2. fara vickwalizatien

3. Dicetk Vo

1. Full device emulatrion
- Software in VMM
Acks as virtwal device
\/O access -\'mPPed in VMM

Guest OS l

Emulation
VO Stack - nllultlplexes and drives the' physical device
= — /O features, e.g., COW disks—— copy

Guest device driver

Virtual device

Virtualization layer
— emulates the virtual device
—remaps guest and real I/O addresses

on write disk
Device Driver

* Real device
— —may be different from virtual device

2. Pacavirtualizodion | Splix Oriver | vosted
Frontend  driver ¢ badend driver
Backend driver multiplexes o data of diff VMe
* Better perfermance
© Migher CP\) overhead

Virtualization Layer

Hosted or Split

Host OS/Dom0/




8. Direct | Po\ssﬂ\m\@\
" VM d'\rec\'la occesses

© Drivers en M d&cec‘r\g wWeite to device re_ﬂisfers
- one VM per device
. Sm\abil({—a liva ke

Device
Manager

(S]]

(OLDBERK - POPEK  PRINCIPLES

- 1474

Requirementc for  arthitecture to efficiently

suppert  virtualizahion

() Eguivalence

(D Resource control UMM +otal cowteol of vecourceod

(i) efficient C«\O{)ﬂim of inctruction wWithout VMM
intervention | trop)

A\ instructions me of +hree types

6 Privileged Ccomce +rap)

ai) Sentitive Coccecs low-\evel machine Stotes)
* Behavior fewsitive Coehavior depends on mode)
% (ontrol tendhive (modify s vepicters)

i) Sofe



Huorm 1

" UMM mwapbe constfucted € sentitive instructions
subset- of privileged

Heerom 2

omputer virtualizable it
% Victualizable and

X VMM can be tontiructed for v (no timing
o\e.?eno\e\n cies)

Huorom 3

Hybrid VMM can e constructed if sensitive
instrucimne  subset of  privileaed

Note:

- old (pre-2005) x8 not PG Vicumalizable
- Read slides €or 18

VM N\i%co\m‘

l. Cold migrotion
2. offline / non-live
3. Live [hot

ReasSoms- s\ides



I COLD MIGRATION

* VM executign suspended befere migratim
* Resumed ofter

© Memory poges migrated only mce

© Short, predictable

3. L\VE MIGRATION
* Degrodes perf'o‘fmance of running apps
* Two fechniques

* Pre-copy

* Pos{--wpa

(@) Pre-topw Yethnigwe
I. Select” destination hosth

2. Retervarion of resowrces
3. Trerokive pre-copy rounds

L

L execution state in mem

L enfire wemovy dato transferred
> migranon controller Weeps copying
W stop when treshold | reached

. Stop and trantfer VM state

L suupeno\

L Lopy vemainder of memer

© non-memury  CCPU, networlk Stated) sent
W downtime

Commitment

VM octivation ot desYination

Y networll onnetiion redirected

- Mvaniaq;es

% low downtime



* Disadvantoges
% repeated eopying of dirty pages - increase
migm\'im Yime

© 6yt KM, Xen, VMWare hypervissr

() Post -co‘?? Yedhnigue
- Procestor stoke ‘rantferved before memary
© Ingtont fetume
© Memryy wntents transferred almogt at once
ofter destination loeging runni
- FoY po\gex not in LB, pape faul 3emm\’e&
Pages Yetched frovn source maching
© Tednniqwes to vedute no. of page faulk
¥ Demand pagyng: page foulrs = retrantmission
from tource
L Slow, Simple
* Acrive puth: keeps pushing pages
© if poge fault, demand poging
¥ Memny prepaging: predicks memery pages
Most lively o be accessed
© reduce poge faults

- Ditadvantoges
% every page faulk suspends dest VM until
required page received

Issues with Llive Mi@m;\jm

L. Memomy m'\gmﬁm
9 Internet - Sucpend -Resume - free of small subdiles
Maar were modified since migeahion ctarted



A File System mig(‘ovﬁov\
+ Two  approathes
¥ virkwal Aitw townkents trantferred

¥ global file Syctem acrots postible VM okt
Corevents file +rancfer)

3. Network Migtah'on

- \IM assiar\eo\ Victual 1P address wnown +to
other entitieg

N\i&ro\ﬁne maintaing 1P addrets

CONTALNERS

- 08-level virtwalizatfen CLXC)

© Run mulkiple isolated Linux systewt on Wwost with
single 08

* OWn process § netwerk <Spoce
gwares hott o0S's wernel

Docey

Create, Yest, ghip, olep\oa apps using Ctontainers
© Clienk - Server acthivecture

- Docker clieny xolk¢ ¥o Doker doemon C(REST APL)
Doemon can be loal or remotre
- Docwer Compose - another client

Docker doemon tan Communicare wWith odher dodierds
- Douer client - dodeer

Docker host rung doemon and hottc [ connects +o o Dodier

ke@s’dg



Dodler olgjects - imanes, Lontainevs, networks, volumes

()] Imanges

 repd-only Yemplate

¥ inttruchone for creating container

% ey: image for o #lack app = original image of Python
With necesory dependencies

¥ Dodkerfile defines stepc oy creating image
“ eath inthruttiom creates lager o image
o layer: set of files and file meradato

* Doduer reg)\si-ra skoves Dodier Tmoages

i) Containers
¥ ready opps created from image
% Doker creates set of wmamespaces

Nomes paces

Ul resourcec ¥Add o procets sees - namerpace
lontainer Occess: namespace with tubset of files of
pl'\\bsiw.l machine

Docker namespace features

¥ PD-create NS: create process with Hant NS

* UTS -isolate Wostnawmes

¥ MNT

* 1Pc

% NET - each process within NS hac actess To net devices ete
* VSR

% Onroot - file sys root — eadh process has W< own FS

* CK?P d.ro?
* CHroups - account regource Wiape e procs



LB | Tresource limitg
L priovitizakim
L acwuntin

= conivol

L injection

L tagkse assigned 4o cyroups
v hiamn\r\a 4oy resources

Isyslfs/cgroup

Memory Disk I/0 CPU
Y 4
Web Service Data Storage Prozgiing
Group Group Group
Pid 1 Pid 2 Pid 1 Pid 3 Pid 1 Pid 5 J

\ & Cgroup Hierarchy A / & Cgroup Hierarchy B /
A\, Cgroup Hierarchy / A subsystem attached to hierarchy A cannot be attached to hierarchy B
A single hierarchy can have one or more subsystems attached to it. if hierarchy B has a different subsystem already attached to it.

Unign Fi 128\68-\'87\!\
Tilusion of mev@r\a conrentt of sewveral dire into one

© Layering of F8%



Apple Tomatoes

Carrots Tomatoes

mount —t unionfs —o dirs=/Fruits:/Vegetables none /mnt/healthy

/mnt/healthy has 3 files — Apple, Tomato, Carrots

Tomato comes from /Fruits (15t in dirs option)

Dev Ogs

© Shorten SOLC

© Principles of continuous delivery
* Tvery build potential release
¥ tliminate bottlenecks
* dutromare wherever pos:i ble
* Truttworthy awtomated tests

© Small dannges

Continuous Development

iiiiiiiiiiiiiiiiiiiiii |
Continuous Integration 'Continuous Delivery Continuous Testing  Continuous Deployment
c 1 S
; . (O Commit Continuous Sanity MM Deliverto Test J§§ Automated || Acceptance Deployto
, Continuous 1, - |[FRVIEA Build Testing Environment Testing Testing @md Production

,,,,,,,,,,,,,,,,,,,,,,,,

Deliver to Production, post Adteptance testing

In case of failure of tests, needing code rework



Container Orchestrahon

© Automates scaling, management, deployment
« Twmmutoble infrastructure

Kubernetes

* Objects
M Basic building objects
% Pod: group of containers
% Service: loojeal Set of pods, policy, endpoint
% Volume: persistent data

¥ Nomespace: sepment of clucter

(1) Cowtrollers

¥ ReplicaSet (R$): suumw\'ce. aw\'\labi\iha of specified
no. of identical pods

* Deployment: updates for pods in RS
% Sroaveful Set

* 0oemonSet



% Job: trentes pods, cuns tosk, deletes pods

K8s PArchitechure

+ Clustrer contains
¥ Moster node
¥ Worker nodes



